CepBucHbIN MapwpyTusatop ESR-15

TexHnueckoe onucaHue .’:‘e LTGX

KomnneKkcHble peleHna ana nocTpoeHmna ceTei

— PeweHue ana He6onblIMX U cpeaHUX opUCoB

— MapupyTnsaumsa AaHHbIX

— MHOronpoToKonbHass KOMMyTaums no metkam (MPLS)

— MoctpoeHue 3awmweHHoro nepumetpa cetu (NAT, Firewall)

— MoHWUTOpUHT U NpeaoTBpaLLeHue cetesbix atak (IPS/IDS)

— MOHUTOPUHT KauecTBa 06cny»kusaHus (SLA)

— GunbTpaLUA ceTeBbIX AAHHBIX MO Pa3/IMYHbIM KPUTEPUAM
(BKNtOUYAA PUABTPALMIO MO NPUIONKEHUAM)

— OpraH13aumA 3alMLUEeHHDbIX CEeTEBbIX TYHHeNel mexXay
dunrmanamm Komnanmii

— YaaneHHoe NOAKIOUYEHUE COTPYAHUKOB K opucy

— YnpaBneHue 1 pacnpegeneHue WnpuHbl MHTEepHeT-KaHana B oduce
nocpeacrsom QoS

— OpraHu3auma pesepBHOro coeauHeHua (MPoBoagHOE MK
nocpeacrsom 3G/LTE-mogema)

— TepMUHUPOBAHKE K/IMEHTOB U OrpaHUYEHud No nosoce
nponyckaHua BRAS (IPoE)

ESR-15 — cepBM1CHbI MapLUpyTM3aTop, NpeaHa3HauYeHHbIM 414 UCMONb30BaHMA B KOPNOPATMBHbIX CETAX CBA3W A/1A NOAKNIO-
YeHuUA HeBONbLUMX U cpeaHUX 0PUCOB KOMNAHWIA. DYHKLMOHANBHOCTb MEXKCETEBOIO 3KPAHa M MapLUpyTU3aTopa NO3BOAAET
obecneunTb 6€30MaCHOCTb NPU PA3/IMYHbBIX BapMaHTax NOAKNOYEHUA Yyepes ceTb VIHTepHeT. YCTPOoICTBO noanepkuBaeTt
paclmpeHHble GYHKUUN MapLpyTU3aumm, GyHKUUMM OpraHn3aLmm TeppUTopraibHO-pacnpeaeneHHbIx cete U GyHKLMU
obecneyeHus ceteBoit 6e30MacHOCTU.

MpounssoauTenbHOCTb

KntouyeBbimu anemeHTamum cepum ESR sBAAOTCA cpeacTBa annapaTHOro yCKopeHna 06paboTkm AaHHbIX, MO3BO/IAIOLME A40CTUYb
BbICOKMX YPOBHEW Npon3BoauTeNbHOCTM. MporpammHas 1 annapatHas 06paboTka pacnpeseneHbl Mexay y31amm yCTPoMCTBa.

®PyHKUMOHaNbHOE Ha3HayeHue

—MacwTabupyemoe peLueHme A pasanyHbIX 061acTet NpUMeHeHus

— MBKOoEe KOHPUIypUpoBaHmMe CepBUCOB

—B03MOXKHOCTb conpsxKeHWs C 060pyA0BaHMEM BEAYLLMX MPOM3BOAUTENEN
— AnnapaTHoe yckopeHue 06paboTKM AaHHbIX

TexHUueckue xapaKTePUCTUKKU

10/100/1000BASE-T 4
1000BASE-X SFP 2

Console RS-232 (RJ-45) 1

USB 2.0 2
Konunuectso VPN-TyHHenew 10
Cratnyeckne mapLipyTbl 1k
KonnyectBo KOHKYPEHTHbIX ceccuit 4k
MNoppepxka VLAN 00 4k aktusHbIx VLAN B cooTBeTcTBMM ¢ 802.1Q
Konunyectso mapupytos BGP 1M
KonnyectBo mapwpytos OSPF 30k
Konnuectso mapuwpytos RIP 10k
Tabnnua MAC-agpecos 2k 3anuceit Ha Bpuaxk
Pasmep 6a3bl FIB 1M

VREF Lite 32




CepBuCHbIN MapwpyTusatop ESR-15
TexHuueckoe onucaHue

SHELTEX

TexHUUEeCKUE XapaKTEPUCTUKU (MPOAONKEHUE)

KomnnekcHble pelleHna gaa NoCTpoeHuA ceTem

du3nueckne XxapaKTEPUCTUKU U YCIOBUA OKpPYKatoLel cpeabl

Makc. notpebasemas MoLHOCTb

MutaHne

WHTepBan pabounx Temnepatyp

MHTepBan TemnepaTypbl XpaHeHuUA
OTHOCUTENbHAA BAAXKHOCTb MPU 3KCNIyaTaLmm
OTHOCUTENbHAA BAAXKHOCTb NPU XPaHEHUN
Fabaputbl (LLUXBxI, mm)

Macca

CpoK cny»Kbbl

16 Bt
230 B AC (4epes agantep nutaHua 12 B, 2 A)

ot 0 go +40°C

oT-40 no +70 °C
He bonee 80 %
o110 0 95 %

230x32x133
0,325 kr

He meHee 15 net

(D)’H KUMOHaAbHbl€ BO3MOXHOCTHU

MogKkniouaemble MHTEpdencbl
— USB 3G/4G/LTE mogem
— E1 TopGate SFP

KnueHtbl Remote Access VPN
— PPTP/PPPOE/L2TP/OpenVPN/IPsec XAUTH

Cepsep Remote Access VPN
— L2TP/PPTP/OpenVPN/IPsec XAUTH

Site-to-site VPN

—IPsec: pexxumsl «policy-based» n «route-based»
—DMVPN

— Anroputmbl Wwindposanmsa DES, 3DES, AES, Blowfish, Camellia
— AyteHTudumkauma coobwennii IKE MD5, SHA-1, SHA-2

TyHHenupoBaHue
—IPoGRE, EOGRE

—IPIP

—L2TPv3

— LT (inter VRF-lite routing)

DYyHKUuUM L2

— KommyTtauus naketos (bridging)

— Arperauus untepdericos LAG/LACP (802.3ad)
— Nopgaeprkka VLAN (802.1Q)

— Jlornyeckume nHtepdeincsl

— LLDP, LLDP MED

—VLAN Ha ocHose MAC

®yHKuum L3 (IPv4/IPv6)

— TpaHcnauma agpecos NAT, Static NAT, ALG

— CTaTuyeckme mapLupyTbl

— AMHamunyeckmne NPOTOKObI MapLpyTmusaumm RIPv2,
OSPFv2/v3, IS-IS, BGP

— GunbTpauua mappyTtos (prefix list)

— VRF Lite

— Policy Based Routing (PBR)

— BFD gna BGP, OSPF, ctTaTMyeckmx mapLupyToB

Habop ¢yHKuMI cooTBeTcTBYeT Bepcum MO 1.18.0
T AKTUBMpPYETCA MLLEH3NEN

BRAS (IPoE)’

— TepmuHaLmAa nonb3oBaTenemn

— benble/yepHble cnncku URL

— KBoTnpoBaHue no 06bEmy TpadurKa, No BpeMeHU ceccum,
Nno ceTeBbIM MPUNOKEHUAM

— HTTP/HTTPS Proxy

— HTTP/HTTPS Redirect

— AKKayHTUHT ceccuin no npotokony Netflow

— B3aumogelicteume c cepsepamm AAA, PCRF

— YnpaBieHne Nosocom NponyckaHua no opumcam u SSID,
ceccusam nosnb3osatenei

— AyteHTUdUKaums nonb3osateneit no MAC- unm IP-agpecam

®DYHKLUMU ceTeBO 3aLUTbI

— B3anmogemictame c Eltex Distribution Manager ana
Nosy4YeHUsA NLLEH3UPYEMOIO KOHTEHTAa — Habopbl Npasus,
npegocTasnaemble KasperskySafeStream |

— C1ctema o6HapyXeHUsa U NpefoTBPALLEHMA BTOPKEHWUN
(IPS/IDS)"

— Web-dunbtpauma no URL, no coaepkmumomy (cookies,
ActiveX, JavaScript)

— Zone-based Firewall

— dunbtpaumsa daepsonom Ha 6ase L2/L3/L4 nonei u no
NPUNOKEHUAM

— MNopaeprkka cnnckoB KoHTpoa goctyna (ACL) Ha 6ase
L2/L3/L4 nonei

—3awmTa oT DoS/DDoS-aTakK 1 onoseLleHne 06 aTtakax

— JlornpoBaHue cobbiTui aTaK, CobbITUIA cpabaTbiBaHWA MPaBUA

YnpasneHue IP-agpecaumeii (IPv4/IPv6)

— Cratnyeckue IP-agpeca

— DHCP-knuneHT

— DHCP Relay Option 82

— BctpoenHbii cepsep DHCP, nogaepykka onumin 43, 60, 61, 150
— DNS resolver

—IP unnumbered




CepBucHbIN MapwpyTusatop ESR-15
TexHUUyeckoe onucaHue

DHELTEX

KomnneKcHble pelweHna Ana nocTpoeHna ceTel

QOYHKUUOHAAbHbIE BO3MOXXHOCTH (MPOAO/NKEHUE)

KauectBo 06cnykusanusa (QoS) — Ping, traceroute (IPv4/IPv6), BbiBOA MHPOPMaLUK O

— [0 8 NpUOPUTETHBIX UK B3BELLAHHbIX O4epesei Ha nopT nakeTax B KOHCONU

— L2 1 L3 npuoputmsauma tpadmka (802.1p (cos), DSCP, IP — O6HoBneHue MO, 3arpy3Ka 1 BbIrpy3Ka KOHPUIypaLwumn no
Precedence (tos)) TFTP, SCP, FTP, SFTP, HTTP(S)

—MpepoTBpalleHne neperpyskun ovepeseit RED, GRED —MNoppepxka NTP

— CpeacTtBa nepemapKmMpoBaHMA NPUOPUTETOB — Netflow v5/v9/v10 (akcnopt ctatnctukm URL ana HTTP,

— MpumeHeHne nonnTuk (policy-map) host gns HTTPS)

— YnpaBsieHMe nosiocoi nponyckaHus (shaping) — JloKanbHoe ynpaBneHue Yepes KOHCO/bHbIM nopT RS-232 (RJ-45)

— Uepapxmuecknit QoS — YnaneHHoe ynpasneHue, npotokonbl Telnet, SSH (IPv4/IPv6)

— MapKkupoBKa ceccuit — BbIBOA, HbOPMaLLMKM NO cepBucam/npoueccam

— NlokanbHoe/yaaneHHoe coxpaHeHue KoHbUrypawmi

CpeacTBa obecnevyeHUA HaAEKHOCTU CeTU
MapupyTusaTopa

—VRRP v2, v3

— Tracking Ha ocHoBaHuK VRRP- nnn SLA-Tecta
—YnpasneHue napametpamu VRRP
—YnpasneHue napametpamu PBR

®DYHKLMMN KOHTpONA SLA

— Eltex SLA
OugeHKa NnapamMeTpoB KaHa/i0B CBA3U:

—YnpasneHne afMUHUCTPATUBHbBIM CTaTYCOM
nHTepdeiica
— AKTMBaLMA N AeaKTUBaUMA CTaTUYECKOro MapLupyTa
— YnpasneHue atpnbytom AS-PATH u preference B
route-map
— banaHcupoBska Harpy3kn Ha WAN-uHTepdelicax,

— Delay (one-way/two-way)

— Jitter (one-way/two-way)

— Packet loss (one-way/two-way)

— KoaddunuymeHT olwnbOK B nakeTax

— HapyuweHue nocneaoBaTe/ibHOCTM A40CTaBKM
nakeTos

nepeHanpaB/ieHWe NOTOKOB AaHHbIX, NepeKoyeHne — Wellink SLA (wiSLA)"

npu oueHKe Ka4yecCTBa KaHana

— PesepBsuposaHue ceccuit firewall MPLS
— MNopaepxka npotokona LDP

— MNopaepxkka L2ZVPN VPWS
— MNoppeprkka L2VPN VPLS Martini Mode
RMONv1 —Noppeprkka L2VPN VPLS Kompella Mode

— BcTpoeHHbil Zabbix agent — Noaaepska L3VPN MP-BGP
— AyteHTudMKaLMA Nob3oBaTeNel No NoKanbHOM base

cpeactsamum npotokonos RADIUS, TACACS+, LDAP

— 3awWwuTa oT OWNOOK KOHPUTYPUPOBaAHUA,
aBTOMaTMYeCKOe BOCCTAHOB/EHME KOHbUIypauuu.
Bo3amorKHOCTb cHpoca KOHOUrypaL MM K 3aBOACKMM
HacTpoMKam

— WHTepdelicbl ynpasneHus CLI

— Mopaeprkka Syslog

— MOHUTOpP MCNOMb30BaHMA CUCTEMHbIX PECYPCOB

MOHUTOPUHT U ynpaBaeHue
— MNopaep:KKa CTaHAAPTHLIX U pacumpeHHbiX SNMIP MIB,

Habop ¢yHKuMI cooTBeTcTBYeT Bepcum MO 1.18.0
T AKTUBMpPYETCA MLLEH3NEN




CepBucHbIN MapwpyTusatop ESR-15

TexHuyeckoe onucaHue *’\e LTex

KomnneKcHble pelweHna Ana nocTpoeHna ceTel

Cxema npumeHeHus

CeTeBble cepBuCbl 1 CeTeBble cepsucol N

lpynna nonb3osatene 1 lpynna nonb3osateneit N

TC TC
Softswitch&IMS 5 %
ECSS-10
':H:’ Cepsepbl
L] L ]

= ===

——

ESR-15

LeHTpanbHbINn odurc

UHTEepHET

MHPopmauma pnAa 3akasa
HaumeHoBaHue OnucaHue

ESR-15 CepBucHbIN MapLupyTraTop ESR-15, 4xEthernet 10/100/1000BASE-T, 2x1000BASE-X SFP, 1xConsole RS-232
(RJ-45),2xUSB 2.0, 230BAC (4epe3 agantep nuTaHusa 12 B, 2 A)

0 komnaHuu ELTEX

Mpeanpuatue «3/ITEKC» — BeAyWMA POCCUNCKUI pa3paboTumk u

Q ﬁ dan npousBoauUTe b KOMMYHUKaUMOHHOTO obopyaoBaHunsa c 30-neTHeMn
nuctopmeit. KoMnNeKcHOCTb pelleHnin U BO3MOXKHOCTb MX 6eclioBHOM
MHTerpaumMm B MHGPACTPYKTYpy 3aKaszuymka — NPUOPUTETHOE
Hanpas/ieHMe Pa3BUTUA KOMMNAHUK.
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